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Hashing is too slow
900MHz Broadcom BCM2836 (2015):

● SHA-256: 28.9 cpb, 31.2 MB/s
● BLAKE2b: 15.3 cpb, 58.7 MB/s

Much slower than underlying hardware



Universal function
or almost universal

● Attacker chooses m
● Attacker chooses m’ ≠ m
● Attacker learns random key k
● Attacker wins if H(k, m) = H(k, m’)

Not suitable for broadcast.



Hash function
in one model of security

● Attacker learns random key k
● Attacker chooses m
● Attacker chooses m’ ≠ m
● Attacker wins if H(k, m) = H(k, m’)

Too slow.



Target collision resistant function
● Attacker chooses message m
● Attacker learns random key k
● Attacker chooses m’ ≠ m
● Attacker wins if H(k, m) = H(k, m’)







$1000 prize
● for most interesting work

○ Attack my proposal
○ Propose TCRs
○ Consider multiple-target attacks
○ Consider quantum resistance

● Advance our understanding of faster-than-hash verification
● Deadline: 31 December 2019 (probably)
● Full presentation (WIP): https://is.gd/jLAEBO

○ fun stuff eg “tweakable TCRs” and more.

● Remember this presentation when judging “Le méta-prix 
Poincaré-Magritte-Couperin” - thank you!

https://is.gd/jLAEBO

