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Subterranean 2.0 Hash function

= |Z| =256

m |[M;| =9 = 8 + 1, 8 bits of message, 1 padding;
m |Z;| = 32, NIST: 8 output blocks.
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Subterranean 2.0 Authenticated Encryption

m |T| = |K| =128
Mo Zo M; Z;
m |Kj| = |N;| = |Aj] = |M;| = 33 = 32 + 1: 32 bits of message, 1bit for
padding.

= 7] = 7] =32
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The Round function
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X: si+  si+ (sim +Dsitz,
L Si<  si+ 0,
0: si< si+siy3+Sitg,

m: Sj< Spi.



Absorb and Squeeze
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Ge. = {1,176,136,35, 249, . . ., 92}
Zi = Sy7gi + St7ei

s; =s; +m;, i € {1,176,136,35,249,134,197,234,64, 213, . . ., 165, 256 }
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Software Implementation
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X s S+ (Sip)Siten
L s+ si+ 0,
0: si< S+ Siy3a9+Sitena
IT: sj< Sp notanymore.
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